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ABSTRACT
In the health sector in medical facilities, trying to switch from manual
medical records to electronic medical records. In 7 Hospitals in Madiun
City Electronic Medical Records have been implemented in 5 Hospitals
and 2 Hospitals have not implemented Electronic Medical Records. The
purpose of this study is to Know the Legal Aspects of EMR privacy data
security, Knowing the Policy, Confidentiality, Integrity, Availability of
Electronic Medical Records (EMR) in Hospitals in the Madiun City
Region. This study uses a Qualitative Descriptive method. The subjects in
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INTRODUCTION

I With the rapid advancement of technology, written files and documents are
increasingly being replaced by digital data, and a multitude of utilities are being used.
For example, in the healthcare sector, some medical facilities are attempting to
transition from manual medical records to electronic medical records (EMDRs). EMRs
are an electronic patient information record format where a person's health status is
recorded by one or more medical records officers in an integrated manner (Potter,
2012).

According to the Indonesian Minister of Health Regulation No. 24 of 2022, as of
September 12, 2022, the RME Regulation has been issued. This regulation supports
efforts to transform medical technology in line with the Health Transformation Pillars.
This policy also updates the previous regulation, namely Minister of Health Regulation
No. 269 of 2008, which regulates coordination between the development of science and
technology, service needs, policies, and laws and regulations in the field of public
health in Indonesia. The implementation of RME in healthcare facilities may certainly
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encounter obstacles, such as in hospitals in Indonesia. Network issues affect services,
the absence of specific operational procedures to handle them, and the readiness of
medical staff affects the limited number of patients examined by doctors (Nurfitria et
al., 2022).

One effort to improve and expedite the flow of medical information for certain
procedures is the creation and transmission of medical information via computer. On
the other hand, this may raise concerns about patient security and privacy. Legal issues
will arise if patient medical information is misused, and doctors or hospitals will be
held liable. Computerization generally results in paperless medical records—that is,
medical records that only use paper for essential information —rather than completely
paperless medical records. Paper records are necessary for storing certain data,
including identification information, informed consent, consultation results, radiology
results, and image data (Ummu & Ahmadi, 2022). According to Article 46 of Law No.
44 of 2009 concerning Hospitals, hospitals are legally responsible for any losses
resulting from the negligence of hospital personnel. A hospital's legal responsibility in
providing medical services to patients can be viewed from the perspectives of
administrative law, civil law, criminal law, and professional ethics.

Based on the research results, four hospitals in the Madiun City area have
implemented a series of Electronic Medical Records (EMR) implementations, which are
still fully implemented in stages. Regarding specific EMR policies in the four hospitals
in the Madiun area, there are none yet; only orders exist, and these only exist in three
hospitals in the Madiun City area. Regarding SOPs, there have been changes to the
EMR SOP, but they are still in process and have not been approved by the Hospital
Director. Furthermore, regarding security at the four hospitals in the Madiun City area,
confidentiality, integrity, and availability are sufficient in accordance with the
regulations of the Minister of Health Regulation No. 24 of 2022 concerning Electronic
Medical Records.

METHODS

In this study, the researcher used a descriptive qualitative method. This
qualitative study aims to determine "The Implementation of Electronic Medical
Records from the Legal Aspect of Electronic Medical Record Security in Regional
Hospitals in Madiun City." The purpose of choosing this research design is so that the
author can describe, explain, and draw conclusions by using interview, observation,
and documentation study methods.

RESULTS AND DISCUSSION

Based on the results of observations, interviews and documentation studies on
the implementation of Electronic Medical Records reviewed from the legal aspects of
Electronic Medical Record security at the Madiun City Regional Hospital, it is known
that:
Regulatory policies on the implementation of Electronic Medical Records (EMR) at
the Madiun City Regional Hospital

Based on the results of interviews in May with RM officers at the hospital,

regarding the implementation of Electronic Medical Records at DKT Hospital and
implementing EMR in 2023. Based on the results of interviews with RM officers at the
hospital, regarding specific regulatory policies related to the implementation of
Electronic Medical Records at DKT Hospital there are no. Then the results of
interviews with IT officers at the hospital, regarding policies regarding EMR security at
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DKT Hospital there are, but cannot be disclosed because it concerns the privacy of the
hospital. If you want to see it, you must submit a request letter to the management of
DKT Hospital. Based on the results of the Legal basis documentation for EMR at DKT
Hospital, it already refers to the Minister of Health Regulation 24 of 2022. Because the
hospital has made changes to EMR although it is still being implemented in stages.

Policies are government initiatives designed to meet community needs
(Permatasari, 2020). The Indonesian government implemented a new regulation in July
2022, specifically requiring healthcare institutions to use patient medical records. The
previous regulation, PMK No. 269 of 2008, was replaced by PMK No. 24 of 2022. The
Indonesian government understands that the use of traditional medical records in the
current context is no longer relevant due to rapid technological advances. Therefore,
patient medical records must be digitally transformed and processed electronically.
Policies must be evaluated to determine the extent to which objectives have been
achieved and what needs to be maintained or improved to create a more useful policy.
Evaluation can be used to track the progress of a program within a policy (Prabowo et
al., 2022). When implementing regulations, evaluation is a crucial step that needs to be
completed (Hajaroh, 2019). The regulatory policy on the implementation of EMR does
not align with Affrian's theory in 2020 because specific regulatory changes related to
EMR are required for implementation.

According to researchers, the Electronic Medical Records policy at DKT
Hospital is not yet in accordance with theory. Policies must be evaluated to determine
the extent to which goals have been achieved and what needs to be maintained or
improved to create a more beneficial policy. Evaluation can be used to track the
progress of a program within a policy (Prabowo et al., 2022).

Hospitals should create specific regulations or Standard Operating Procedures
(SOPs) regarding changes to the RME in accordance with Minister of Health
Regulation No. 24 of 2022 for DKT Hospitals. Specific policies and SOPs related to
RME should be implemented and applied to PPA (Professional Care Providers).
Confidentiality of Electronic Medical Records (EMR) at Madiun City Regional
Hospital

Based on the results of interviews with RM officers in May 2024 regarding the
privacy and security of patient data. For DKT Hospital, there are already regulations in
the SOP for Privacy and Confidentiality of Medical Records, which already have
procedures governing it. Based on the results of interviews with IT officers in May 2024
regarding the protection of EMR data from ransomware or cyber threats. DKT Hospital
protects data by sending data to the central hospital, which will then have its own
security within it. Based on the results of observations, there are security aspects in the
Electronic Medical Records system to prevent data leaks, such as access rights granted
only to PPA and the availability of server space for EMR data storage.

Information security, as defined by Whitman and Mattord (2010), is a means of
protecting data and the important components contained therein, such as availability,
confidentiality, and integrity, as well as the hardware systems used to store and
transmit such data. Article 26 of Law No. 19 of 2016 concerning Information and
Electronic Technology states that privacy is the right of every individual to limit who
can use information about his/her identity, whether used by himself/herself or by
others. The law also mandates that anyone using electronic media to access
information regarding a person's personal data must obtain the consent of that person.
This is in line with the authority of the PPA in four hospitals around Madiun City.
Personal data protection is defined as a comprehensive effort to protect personal data
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during personal data processing to guarantee the right to consultation of personal data
subjects in Law No. 27 of 2022 on Personal Data Protection Article 1 (2). Electronic
system providers are required to make their best efforts to protect personal data and
notify law enforcement or the authorized Supervisory and Regulatory Authority
immediately after a serious system failure or disruption occurs, in accordance with
Article 20(3) of PP No. 82 of 2012 concerning the Implementation of Electronic Systems
and Transactions. As stated in the book Enforcement of Cybercrime Law through
Criminal Law According to Rizky P's report (2019), individuals who experience losses
or damages due to the unauthorized use of their personal data can file a claim for
compensation with the appropriate court. This is in accordance with the provisions of
Article 26 paragraph (2) of Law 19/2016.

According to researchers, the confidentiality of Electronic Medical Records (EMR)
complies with Law No. 27 of 2022 concerning the protection and security of patient
data privacy. The EMR at DKT Hospital in Madiun City is quite secure. This is because
the data implementation, data input, and patient data processing are carried out by
authorized personnel with operational access rights.

It's best for DKT Hospital to use a vendor for its SIMRS. Furthermore, DKT
Hospital should maintain access rights related to user names and passwords, ensuring
they are known only to staff and accessible only within their unit.

Integrity of Electronic Medical Records (ERR) at Madiun City Regional Hospital

In an interview with a RM officer in May 2024 regarding the integrity and accuracy
of data at DKT Hospital, the officer requested patient identification in the form of a
KTP or BPJS when inputting patient data. After the data has been inputted, it will be
entered and then stored in the SIMRS. Only authorized officers or officers given full
access rights, namely PPA, can input data. Usually, the data can only be accessed
within their unit, not other units. If the data is accurate, it will be automatically saved
in the server room at the hospital. Furthermore, an interview with an IT officer
regarding the backup and data recovery procedures at DKT Hospital, the data backup
process is already automatic. However, at DKT Hospital, there is a UPS/battery
process that takes 10 minutes to turn on. According to the results of observations at
DKT Hospital in the Madiun City area, the operation of Medical Records is carried out
with the authority and responsibility of each.

Data integrity is managed through error checking and routine validation by users
(Handrini et al., 2018) Article 4 (1) of the Republic of Indonesia Law No. 27 of 2022
concerning Personal Data Protection states that personal data consists of two types: (1)
unique personal data and (2) general personal data. Article (2) Certain personal data as
referred to in paragraph (1) letter a includes: a. health information and data; b.
biometric information; c. genetic information; d. criminal records; e. child information;
f. personal financial information; and/or g. other information as permitted by law.
Article (3): Personal information as referred to in paragraph (1) letter b includes: a. Full
name; b. Gender; c. Citizenship; d. Religion; e. Marital status; and/or f. Personal
information combined to identify a person. Article 28 Personal data controllers are
required to process information in a manner consistent with the purpose of use. Article
36 Controllers are required to protect the confidentiality of personal data when
processing it. Article 49 The personal data controller is responsible for how personal
data is processed and for carrying out its duties to implement the principles of
personal data protection. The purpose of creating backups is to recover lost or
damaged data and any data needed at that time (Kurniawan & Widjajarto, 2018).
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According to researchers, the integrity of Electronic Medical Records (ER) complies
with Article 36 of Law No. 27 of 2022 concerning personal data protection. Controllers
are required to protect personal data when processing it; however, there are no EMR
Standard Operating Procedures (SOPs) governing who may enter or process data that
is not yet available.

DKT Hospital should maintain personal data protection by using usernames and
passwords known only to staff and accessible only within their unit. DKT Hospital
should also establish a specific policy governing access rights for data integrity for
EMRs and Professional Caregivers when inputting data to ensure accurate data.
Availability of Electronic Medical Records (ERR) at Regional Hospitals in Madiun
City

According to the results of interviews conducted in May at the DKT Hospital in the
Madiun City Region with RM officers regarding requests for RME information with
external parties, namely regarding requests for RME information may be requested but
through stages such as submitting a letter to the Hospital Director. According to the
results of interviews conducted in May with IT officers at the DKT Hospital in the
Madiun City Region regarding the exchange of RME information. for DKT Hospital,
you can request it directly by contacting the DKT Hospital management with the
approval of the DKT Hospital director.

According to Sutabri, 2018, an information system is a system that can be defined
by collecting, processing, storing, analyzing, and disseminating information for specific
purposes. In the research of Permana & Rumana (2017), and Siswati, Adinda &
Agnesia (2018), the release of information can be granted if there is a written request
for release from the patient or court and shows the original identity stating the
relationship between the requester and the patient. The request for the release of
medical information is made in writing and medical information can only be released
with a power of attorney from the patient (Ministry of Health, 2006). In line with the
KIP Law, Article 4 (3), every request for public information has the right to submit a
request for public information accompanied by the reasons for the request. In the ITE
Law, Article 26 (3), every Electronic system organizer is required to delete irrelevant
electronic information and/or electronic documents under its control at the request of
the person concerned based on a court decision. Minister of Health Regulation No. 24
of 2022, Article 33 (2), requests for opening the contents of Medical Records as referred
to in paragraph (1) must be carried out in writing or electronically.

When requesting information on RME and exchanging RME at DKT Hospital in the
Madiun City area, existing regulations must be followed and the hospital can create its
own regulations and policies if necessary.

It would be advisable for DKT Hospitals to have a separate legal team to protect
and enforce the confidentiality, integrity, and availability of EMR. Furthermore, DKT
Hospitals can implement data bridging when exchanging and providing information
with external parties for greater security. All hospitals can also create their own
regulations regarding EMR exchange, which can serve as a reference for the PPA in
providing information and exchanging EMR data with external parties, in line with the
Public Information Disclosure Law.

CONCLUSIONS

In this study entitled Implementation of Electronic Medical Records Reviewed
from the Legal Aspect of Electronic Medical Record Security in Madiun City Regional
Hospitals, it can be concluded: The regulatory policy on the implementation of
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Electronic Medical Records in DKT Hospitals in Madiun City in accordance with the
Regulation of the Minister of Health No. 24 of 2022 has not been fully implemented,
because all Hospitals still do not have specific regulatory policies regarding Electronic
Medical Records. Security in the confidentiality of Electronic Medical Records at DKT
Hospitals in Madiun City The Hospital does not yet have procedures for maintaining
the confidentiality of Electronic Medical Records. There is a privacy and confidentiality
SOP at DKT Hospitals. Then in protecting against cyber threats, DKT Hospitals have
their own central server outside the city. Security in Integrity at DKT Hospitals in
Madiun City obtained the results of integrity and data accuracy processes that are in
accordance with the Professional Care Providers in each unit who already have access
rights such as different users and passwords.

In this case, the researcher has suggestions that may be used in the development of
Hospitals Regarding the Implementation of Electronic Medical Records: It is
recommended that Hospitals create special regulatory policies or Standard Operating
Procedures related to changes in EMR in accordance with Minister of Health
Regulation No. 24 of 2022 at DKT Hospitals. Then, special regulatory policies and SOPs
related to EMR can be implemented on (Professional Care Providers) PPA. Meanwhile,
regarding the threat of ransomware or cyber attacks, all Hospitals must be fully
responsible if data leaks occur, especially in Level IV Hospitals that use vendors as
their SIMRS. It is recommended that Level IV Hospitals can maintain personal data
protection by using users and passwords that are only known to officers and can be
accessed only in their units. It is recommended that Level IV Hospitals also require
special policies that regulate access rights in the integrity of EMR data, as well as
Professional Care Providers when inputting data to obtain accurate data. It is
recommended that Level IV Hospitals need a separate Legal Team, because for the
protection and enforcement of the law regarding confidentiality, integrity, and
availability of EMR. It is recommended that Level IV Hospitals. IV can bridge data
when exchanging and providing information with external parties for greater security.
Hospitals can also create their own rules regarding the exchange of EMRs, which can
serve as a reference for the PPA when providing information and exchanging EMR
data with external parties. Hospitals can align this with the Public Information
Disclosure Law.

REFERENCES

Arikunto. 2006. “Theoretical Framework and Research Hypothesis.” Health 2:13.

C.S. T. Kansil. 1991. “Jusuf Hanafiah and Amri Amir, 1999, Medical Ethics and Health
Law, EGC, Jakarta, p. 3. 12.” 12-60.

Creswell & George. 2018. “Research Methods Research Methods.” Qualitative Research
Methods (17):43.

Handiwidjojo. 2013. “Chapter II Literature Review of the Benefits of RME.” 6-14.

Handiwidjojo, Wimmie. 2019. “Electronic Medical Records.” EKSIS Journal 2(1):36-41.

Hantoro, Novianto M. 2012. “Legal Study of the Formation of the Law on the People's
Representative Council of the Republic of Indonesia.” State law 3(2):154-80.

Huffman. 2021. “The Evolution of Medical Records.” Medical records 1-36.

Law, Faculty, Islamic University, Indonesia Yogyakarta, Special Region, and
Yogyakarta Indonesia. 2009. “16913-Article Text-40916-45488-10-20210105.”
(1):403-19.

Ministry of Health. 2020. “Regulation of the Minister of Health of the Republic of
Indonesia Number 21 of 2020.”Ministry of Health of the Republic of Indonesia

369



International Journal on Advanced Science, Education, and Religion (IJoASER)

9(May):6.

Ministry of Health of the Republic of Indonesia. 2013. “Regulation of the Minister of
Health of the Republic of Indonesia Number 82 Concerning Hospital
Management Information Systems.” Regulation of the Minister of Health (87):1-36.

Ministry of Health of the Republic of Indonesia. 2022. “Hospital Accreditation
Standards Based on KMK 1128.” Decree of the Minister of Health 19(8):1-342.

Ministry of Health of the Republic of Indonesia. 2009. “Law of the Republic of
Indonesia Number 44 of 2009.” President of the Republic of Indonesia 1:41.

Kilis, Alfiano Patrik. 2015. “Implementation of Standard Operating Procedures in the
Implementation of Duties of the Malalayang District Government, Manado
City.” Politico Journal 1-15.

Latif, Nazaruddin. 2017. "Legal Theory as a Tool to Reform or Engineer Society." Palar
| Pakuan Law Review 3(1):73-94. two: 10.33751 / palar.v3i1.402.

Mirna, Mirnayanti, Judhariksawan, and Maskum. 2023. “Analysis of Personal Data
Security Regulations in Indonesia.” Living Law Scientific Journal 15(1):16-30. doi:
10.30997/ill.v15i1.4726.

Neng Sari Rubiyanti. 2023. “Implementation of Electronic Medical Records in
Hospitals in Indonesia: A Legal Study.” ALADALAH: Journal of Politics, Social, Law
and Humanities 1(1):179-87. doi: 10.59246/aladalah.v1i1.163.

Neng Sari Rubiyanti, et al. “Legal Aspects of Electronic Medical Records as Evidence in
the Event of Errors in Healthcare Services.”JIIP - Scientific Journal of Educational
Sciences 6(1):1-19. doi: 10.59246/aladalah.v1i1.163.

Notoatmodjo. 2018. “Quantitative and Qualitative Research Methodology in the Fields
of Health, Midwifery, and Medicine.” Revisi 202. Fitramaya.

Nugroho, Hari Pudjo. 2021. “Ethicolegal Rights to Refuse Treatment During a
Pandemic: Conflicting Individual and Community Rights.” Indonesian Journal of
Health Law 1(01):33-48. two: 10.53337/jhki.v1i01.4.

Nurfitria, Bunga, Firna Rania, and Nur Wahyu Rahmadiani. 2022. “Literature Review:
Implementation of Electronic Medical Records in Healthcare Institutions in
Indonesia.” ResearchGate (October):1-16.

Regulation of the Minister of Health of the Republic of Indonesia No. 24 of 2022.
“Regulation of the Minister of Health of the Republic of Indonesia No. 24 of 2022
concerning Medical Records.” Regulation of the Minister of Health of the Republic of
Indonesia Number 24 of 2022 151(2):10-17.

RI, Ditama Binbangkum-BPK, and Bpk.go.id. 2022. “Personal Data Protection
Law.” Ditama Binbangkum - BPK RI (016999):1-50.

Sabarguna. 2014. “3Mih02170_2.” 31-36.

Safira, Martha. 2017. “Law Is a Tool of Social Engineering in Handling Corruption
Crimes in Indonesia Reviewed from Islamic Law and Indonesian
Legislation.” Codification11(1):118. doi: 10.21154 / kodifikasia.v11i1.1140.

Soejorno, Soekanto &. 2013. “The Function of Law in Health Care
Implementation.” AKK Journal 2(1):51-56.

Suparyanto and Rosad. 2020. “Service Quality Management at Batara Siang Regional
General Hospital, Pangkep Regency.” Suparyanto and Rosad 5(3):248-53.

Suryanto, Diman. 2005. “Research Ethics.” Archaeological Periodical25(1):17-22. doi:
10.30883/jba.v25i1.906.

Syamsudin, Amir. 2012. “Guidelines for Developing Standard Operating Procedures
for Government Administration.” Minister of Administrative and Bureaucratic Reform
Regulation Number 35 of 2012 concerning Guidelines for the Preparation of Standard

370



International Journal on Advanced Science, Education, and Religion (IJoASER)

Operating Procedures for Government Administration 1-55.

Law Number 36 of 2009.

Law Number 44 of 2009. “Law of the Republic of Indonesia No. 44 of 2009.” About the
Hospital (10):2-4.

World Health Organization. 1957. “The Relationship Between Service Quality and
Patient Satisfaction at the Internal Medicine Polyclinic of GMIM Pancaran Kasih
General Hospital, Manado.” Journal of Clinical Medicine (JKK) 2(1):9-18.

Yel, Mesra Betty, and Mahyuddin K. M. Nasution. 2022. “Personal Data Information
Security on Social Media.”Kaputama Informatics Journal (JIK)6(1):92-101. doi:
10.59697 /jik.v6il1.144.

Copyright Holder :
© Al Wafi Rahmaputri Ardianingrum et al., (2025).

First Publication Right :
© International Journal on Advanced Science, Education, and Religion (IJoASER)

This article is under:

©@®O

371



