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Abstract

The This study examines the development of the concept of cybercrime in the criminal law literature in
Indonesia and analyzes the relationship between theories in criminal law literature and the practice of
law enforcement against cybercrime in the Indonesian criminal justice system. This study was
conducted using a normative legal research method, while the approach used is a conceptual approach
to regulation and practice. The types and sources of data in this study are secondary data using data
collection techniques with various references, including journals, books, documentation, the internet,
and libraries. Qualitative data analysis techniques. The results of this study indicate that although
criminal law literature has begun to respond to cybercrime, there are still some gaps between the
construction of theory and the practice of handling cyber cases in the field. Several concepts such as the
principle of legality, forms of error, and criminal liability still need to be adjusted to the characteristics
of technology-based crimes. Therefore, it is necessary to update criminal law thinking that is more
adaptive and responsive to the development of the times.
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PENDAHULUAN

Indonesia is a rule-of-law country, according to Section 3 of Article One of the 1945
Constitutions of the Republic of Indonesia. The Constitution of the Republic of Indonesia from 1945
states in Article 28 D, paragraph (1) that "Everyone has the right to be acknowledged, assured,
protected, and to equitable legal certainty” , as well as equal standing under the law." Indonesia
must protect this right for its people as a rule-of-law state. One of these citizens' rights needs to be
fulfilled in accordance with the evolution of more progressive times.The advancements in the
contemporary globalization age facilitate many types of activity. Globalization is the process of
entering the global domain with the goal of allowing mankind to meet its requirements with all of
the conveniences available, which subsequently impacts changes in numerous elements of life
within society.

In today's globalized world, the communication and technology industries are rapidly
developing, and progress in many disciplines is increasing. The quick development of technology in
the contemporary era has brought convenience to society in a variety of ways (Ginara et al., 2022).
On the other side, technological advancement creates potential for some groups to exploit it for
criminal reasons. Criminals often exploit information technology, particularly social media, to
perpetrate cybercrime.

The government is interested in enacting laws that may be used to apprehend criminals in
the digital realm right away due to the rising number of cybercrime cases, particularly in Indonesia.
The Indonesian government has implemented the Cybercrime Law (Law Cyber) into Law No. 11 of
2008 on Electronic Data and Exchanges . It anticipates that this law will enable it to handle,
suppress, and prevent criminal activity in the digital realm (Habibi & Liviani, 2020). Cybercrime is
addressed in Indonesian criminal law by particular legislation, namely Law No. 11 of 2008 about
Electronic Information and Transactions (ITE Law), as amended by Law No. 9 of 2016, and some
articles in the Criminal Code (KUHP). Nonetheless, the complexities of cybercrime frequently
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present obstacles in terms of evidence, jurisdiction, and law enforcement effectiveness. This
highlights the limitations of conventional criminal law in tackling crimes related to digital
technologies (Ginara et al., 2022).

In Indonesia, academic criminal law literature has begun to examine cybercrime as a legal
issue that must be redefined in light of traditional criminal norms such as the principle of legality,
forms of culpability, and criminal liability. However, it is unclear if the literature can provide a
strong conceptual foundation for addressing the dynamics of cybercrime. There is a gap between
theory in criminal law doctrine and law enforcement practice in the field, where police officers,
prosecutors, and other law enforcement court frequently confront challenges in terms of digital
evidence, jurisdiction, and technical capability limits (Sofian, 2021).

Data from the Indonesian National Police's Criminal Investigation Agency shows that up
until 2025, over 17,000 cybercrime reports were filed, including 14,495 incidents of online fraud,
8,614 violent threats, 6,556 cases of defamation, 3,675 threats of defamation, and 2,880 other
crimes (Basreskrim Polri, 2025). Online fraud, unauthorized access to computer systems, hate
speech, the dissemination of pornographic material, and digital extortion are among the most
prevalent data. These numbers demonstrate a notable rise over prior years, underscoring the
significance of fortifying the criminal justice system to effectively address cyberthreats. Due to
difficulties with digital evidence, ambiguous perpetrator identities, and cross-border jurisdictional
restrictions, many of these cases are still unresolved.

The aforementioned case shows how Indonesian criminal law, which acts as a lex generalis,
is still attempting to adjust to the evolution of crime in the digital age, which may be the reason for
the high rate of cybercrime. Even while laws like Law Number 11 of 2008 governing Electronic
Information and Transactions (ITE Law) and its amendments already exist, there are still a number
of barriers to their implementation. The problem includes conflicting legal requirements, unclear
article interpretation, and inadequacies in the way the law is enforced. The necessity to update
methods in criminal law literature is highlighted by the rising prevalence of cybercrime and the
ineffectiveness of existing legal sanctions. For legal theory to be a helpful guide for law enforcement
actions in the Indonesian criminal justice system, which is quickly moving into the digital era,
normative and contextual legal thinking is required.

In actuality, the requirements of that practice have not yet been entirely satisfied by
Indonesian criminal law literature. When dealing with cyber concerns involving algorithms, global
networks, or artificial intelligence, traditional concepts of criminal law such as the principle of
legality, forms of culpability, and criminal accountability often become inflexible. These legal
concepts' shortcomings cause a disconnect between scholarly theory and the demands of the real
world. Cybercrime, on the other hand, necessitates a more sophisticated strategy that incorporates
knowledge of technology and a variety of disciplines. In order to appropriately address the
dynamics and patterns of constantly evolving digital crimes, it is crucial to update the current
criminal law theoretical framework.

The most basic element, namely how the growth of cybercrime undermines and changes
the theoretical underpinnings of criminal law itself, has not been covered in the majority of
research. As a result, this study assesses the criminal law theoretical framework that supports
Indonesia's regulation and enforcement of the law against cybercrime in addition to discussing the
application of positive law. By offering a more thorough and in-depth conceptual approach, this
study aims to close the gaps in the criminal law literature that have placed an undue emphasis on
the practice of applying the law. The trajectory of national criminal law evolution in addressing the
increasingly complex nature of digital crimes is also critically examined in this research.

METHOD

A sort of technique in legal research that is based on the analysis of applicable regulations
and related to the legal concerns that are the primary focus of the study is the qualitative approach
used in this study, which is juridical normative in character (Benuf et al., 2019). This approach was
selected because its main goals are to assess the criminal law theory framework's applicability in
addressing cyber advances and to look at how well the relevant positive legal norms are working.

Data collection in this research was conducted through literature study. Data collection
was carried out by studying and/or exploring various journals, books, documents, and other data or
information sources deemed relevant to the study (Supriyadi, 2017). The legal framework analyzed
in this study is Law Number 11 of 2008 concerning Electronic Information and Transactions (ITE
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Law) along with its amendments through Law No. 9 of 2016. The research also involves field
practices obtained from internet data source references.

RESULT AND DISCUSSION
The Development of Criminal Law Concepts in Responding to Cybercrime

The rise of cybercrime in Indonesia has sparked a variety of ideas and discussions among
criminal law professors. The national criminal law literature, which previously paid little attention
to the topic of technology-based crimes. However, as cybercrime has escalated and become more
complicated, specialists have begun to propose conceptual methods aimed at harmonizing criminal
principles and norms with digital world characteristics.

The phenomenon of cybercrime has evolved into a systemic legal issue that affects all
levels of society. Many cybercrimes target government agencies, digital financial systems, and even
the state's critical infrastructure. Cases such as personal data breaches, defacing government
websites, and fraud through illicit online loan applications demonstrate the fragility of digital
security mechanisms and the lagging legal framework(Kominfo, 2024).

Cybercrime is a criminal phenomena that has emerged as a logical result of advances in
information technology. In Indonesia, cybercrime presents a significant challenge to the criminal
justice system, which has always been intended to tackle traditional crimes. Although the Criminal
Code (KUHP) remains the primary legal framework for criminal prosecution, many types of
cybercrime are not specifically addressed in the KUHP due to their novel and highly technical
character.

From a legal standpoint, Soedjono Dirdjosisworo stated that the social changes and
technological advancements over the last five decades since 1985, along with the pace of social and
technological development and the increasing influence of globalization driven by information and
communication technology, clearly show that the Criminal Code has long been unable to fully
accommodate and anticipate the growing, qualitatively and quantitatively increasing criminal
actions with (Aldriano & Priyambodo, 2022).

The dynamics of cybercrime cases in Indonesia have changed significantly over time,
reflecting the rising penetration of technology and internet access across all levels of society. Rapid
improvements in the digital realm have opened spaces for the emergence of many types of
cybercrime, such as online fraud, personal data theft, and cyberattacks on critical infrastructure
(Syahrir et al., 2025).

Although Law Number 9 of 2016 amending Law Number 11 of 2008 concerning Electronic
Information and Transactions (ITE Law) serves as the main legal framework for addressing
cybercrime, various stakeholders argue that the normative content of the ITE Law remains
expansive and fails to encompass the complete range of swiftly changing digital offenses. As a
result, there is a discrepancy between the increasing complexity of cybercrime and law
enforcement's limited effectiveness, which is confined by legislation, resources, and traditional
criminal law concepts.

The occurrence of such innovations necessitates the reformulation of criminal law on the
normative, institutional, and theoretical levels. Criminal law ideas such as the principle of legality,
locus delicti, culpability, and criminal liability must be enlarged and reinterpreted to reflect the
realities of digital crimes that are not limited by traditional geography and time.

Additionally, this study offers a methodical mapping of the distinctions between the
traditional theories of criminal law that apply to the Indonesian legal system and the developments
of contemporary ideas from across the world that are intended to tackle the intricacies of
cybercrime. The approach to digital crime in Indonesian legal study is typically still normative in
nature, i.e., the evaluation of laws like the Criminal Code and the ITE Law without critically
examining the underlying criminal law theory concepts.

Accordingly, this study's primary contribution is its bravery in questioning whether
existing criminal law theory is sufficient for describing, categorizing, and dealing with non-
traditional types of cybercrime. By offering a comparative and thoughtful analysis of the necessity
of reimagining the criminal justice system to become more contextual and relevant in the digital
age, this study fills the knowledge gap. Although it is evident that the Criminal Code's regulations
pertaining to cybercrime are still primarily general in nature, they are specifically regulated and
arranged in accordance with the frequency of occurrence of these cases due to the potential
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occurrence of cases in the virtual world and the classification of cybercrimes (Sugiaryo, 2010). This
demonstrates how the philosophy of Indonesian criminal law has not yet fully included the idea of
cybercrime.

Regarding the criminal code of Indonesia, the errors made by cybercriminals are
frequently linked to the difficulties in establishing components of guilt and illegal activity. Because
of the intricacy of the technology that can be employed in cybercrime, it is challenging for law
enforcement to determine and validate the malevolent purpose and acts of the criminal (Aini &
Lubis, 2024).

The idea of criminal liability is being introduced in criminal law literature, along with the
usage of algorithmic systems and corporate liability. Because they have control systems over the
digital platforms used for crimes, businesses can be directly held criminally liable in the cyber
context, according to research by Eddy O.S. Hiariej (0.S, 2020) Aspects of technical proficiency,
system mastery, and purpose (mens rea) pertinent to the offender's activities must also be taken
into account when determining their liability.

Since cybercrime sometimes involves cross-regional and even cross-national activity, some
literature also addresses the necessity for an update to the doctrine of locus delicti (the place where
the crime happened). This calls for a revision of the Criminal Code's provisions pertaining to
national legal jurisdiction and presents difficulties with regard to jurisdiction and international
cooperation.

Therefore, it may be said that Indonesian criminal law literature demonstrates trends and
advancements in combating cybercrime. Even though it is not yet completely systematic,
theoretical progress is already moving in the direction of integrating traditional criminal rules with
the flexible digital environment while maintaining the principles of fairness and legal reliability.

The inefficiency of applying criminal law theory to the practice of cyber law enforcement

Rapid advancements in digital technology have led to a constant evolution in cybercrime
tactics, creating new difficulties for law enforcement. Despite its 2016 revision, the ITE Law still
does not completely address a number of more sophisticated cybercrimes, such as the use of
artificial intelligence in cyberattacks or the dissemination of malware in novel ways (Salsabilla &
Angelina, 2024).

Indonesian criminal law literature has established a solid theoretical foundation for the
notions of offenses, criminal liability, and essential principles like legality and culpability. However,
it is possible that when these principles are met with the reality of cybercrime, which is dynamic,
multinational, and difficult to detect, a gap between theory and practice would emerge.

First, This viewpoint is consistent with the KUHP's legality principle, which is stated
explicitly in Article I, paragraph (1), "There is no crime 'nulla poena sine lege poenali praevia," or,
to put it another way, "no punishment without a prior law." In general, cybercriminals have
committed crimes, particularly since Law No. 11 of 2008 was passed (Mewengkang et al., 2021).

In essence, the legality principle is understood as follows: first, no action is forbidden and
subject to punishment until it is specified in a law; second, each prohibited act must be explicitly
mentioned in the criminal offense's formulation; and third, laws It is forbidden to apply penalties
retroactively. According to Article 1 paragraph (1) of the Criminal Code, the meaning is the formal
legality concept as previously mentioned. This remark highlights the necessity of first establishing
legal guidelines for determining whether a conduct qualifies as one that carries criminal penalties
(Sri Rahayu, 2014).

When dealing with cybercrime in practice, the notion of legality is analogous to tackling the
difficulty of normative gaps in the Criminal Code (KUHP). The Criminal Code (KUHP) was drafted
during the Dutch colonial era and did not recognize technology-related offenses like as hacking,
digital data manipulation, or virus propagation. As a result, law enforcement must follow certain
restrictions, such as the Electronic Information and Transactions Law (ITE).

The main legislative foundation for preventing cybercrime is the Electronic Information
and Transactions Law (ITE). But as it turns out, certain of the ITE Law's provisions—like Article 27
paragraph (3) on defamation—are viewed as ambiguous and vulnerable to abuse (Wahyuni, 2020).
In this scenario, law enforcement frequently employs the principle of analogy, which directly
opposes the idea of legality. To handle forms of cybercrime that have not been formally regulated,
some investigators and prosecutors employ teleological or systematic interpretation. Several court
cases demonstrate different interpretations of the ITE Law's articles.
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The 2019 elections provide as a real-world example, since a Distributed Denial of Service
(DDoS) attack on the official KPU website disrupted public access to election result information. It
is believed that domestic parties were involved in this attack, which started from foreign IP
addresses. However, there are a number of obstacles that law enforcement must overcome to
combat the criminals (Putra, 2024).

According to the author, people can only be punished for acts that have been expressly
classified as crimes under earlier laws, as per the legality principle (nullum crimen sans lege, nulla
poena sine lege). Despite obvious intent (mens rea) and wrongdoing (actus reus), law enforcement
authorities have trouble enforcing punishments since "DDoS" is not well defined. In this regard, the
author contends that criminal law theory is ineffective as a framework for dealing with crimes
involving technology. In order to be more sensitive to the evolution of digital crime forms without
compromising the ideals of the rule of law, it is imperative that the legality concept be rethought.

The social construction of crime and criminality, which are the focus of criminology and
criminal justice studies, contrasts with the production of crime (criminal law). I will first examine
two facets of the contemporary legal construction of crime, with a particular focus on criminal law:
its conceptual shape and its substantive extent. I will also situate this research in a historical and
social framework, describing the connection between criminal law and criminological/penal
studies as well as between the law and the social production of crime (Lacely, 2012).

Modern criminal law literature proposes the reform of offenses by considering several
elements, namely the element of cyber mens rea or intent in the context of technology use, the
element of digital actus reus or digital actions such as unauthorized system access, and non-
physical consequences as a form of harm recognized in criminal law (Hamzah, 2017).

In actuality, crimes like phishing, sniffing, DDoS, and ransomware which are not expressly
listed as crimes in the Penal Code or the ITE Law are not directly mentioned in criminal law rules.
While cybercrime can involve a click, script insertion, or manipulation, criminal law offenses are
solely dependent on the conventional understanding of acts as physical activities. Furthermore,
many commonplace cybercrimes are not recognized as illegal activities because the criteria of
criminal law are vague.

As demonstrated by the instance in Indonesia, on June 20, 2024, an unidentified gang
entered the National Data Center (PDN) and launched a ransomware attack, resulting in one of the
biggest cyberattacks in Indonesian history. Over 282 government agencies, including ministries,
organizations, and local governments, were among the impacted systems. Several state agencies,
including immigration, were rendered fully inoperable for several days as a result of this attack, and
the attackers wanted a ransom of up to US$8 million (about Rp131 billion). However, no serious
judicial action has been taken against the offenders several months after the incident (Jatmiko,
2024). According to the author, the example shows that these kinds of instances might happen not
just because it can be challenging to find transnational criminals but also because neither the
Criminal Code nor the ITE Law explicitly address such crimes.

Thirdly, criminal liability is basically a mechanism created by criminal law to address
agreements to abstain from particular behaviors (Candra, 2013). In practice, the discrepancy
between this theory and cybercrime is caused by the ambiguous concept of corporate digital
responsibility, the difficulties in establishing the element of Mens Rea, and the hazy identity of the
offender (Wibowo, Muhammad Singgih Imam, Munawar, Akhmad, 2024).

It seems that the idea of criminal culpability has not adequately addressed cybercrime in
the context of law enforcement's actions in the Bjorka case. Despite the fact that numerous
significant pieces of information, such as SIM registrations (1.3 billion data), internal BIN
documents, and BSSN archives, have been publicly published on BreachForums and Telegram, the
perpetrator's identity is still unknown (Prasasti, 2022).

The aforementioned case demonstrates that the vague identity of the offender, the
difficulty in establishing the suspect's mens rea, and the lack of a digital corporate entity being held
accountable are the main reasons why the theory of criminal liability is ineffective in the practice of
law enforcement regarding cybercrime.

Based on the aforementioned data, the author draws the conclusion that the theory of
criminal law as a body of legal literature is inefficient when compared to Indonesian law
enforcement's cybercrime enforcement techniques. This indicates that in the digital age, criminal
law theories continue to fall short of providing a legal framework for addressing cybercrime-
related problems.
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Therefore, a revival of the idea of criminal law that is not just normative but also sensitive
to the intricate, global, and decentralized nature of cybercrime is necessary in order to achieve a
fundamental alignment between theory and practice. The criminal culpability model must be
expanded to encompass digital entities and businesses, the legality principle must be reconstructed
to be more responsive to new forms of crime, and the technologically supported evidential system
must be strengthened. Criminal law will continue to be reactive and fall behind in tackling the more
intricate and extensive problems associated with cybercrime in the absence of these sophisticated
conceptual approaches.

According to the research's findings, law enforcement needs to improve their knowledge
and proficiency with the constantly changing categories of cybercrime, particularly with regard to
digital forensics, data-based evidence, and identifying offenders in different countries. To handle
operating modes that are no longer physical or individual, legal practices that still rely on
traditional tools and techniques must be altered right away.

This study offers a chance for criminal law theory to be reconstructed in an academic
setting that is more compatible with the digital era. Fundamentally, this writing policy will support
the development of more flexible and progressive criminal law regulations, such as the
modification or establishment of new standards outside of the Criminal Code and the ITE Law that
are better suited to the digital world. In order for Indonesia to become both a target of cybercrime
and an active and sovereign legal subject, the government and lawmakers must think about
creating a distinct cyber law code that combines aspects of criminal law, digital forensics,
cybersecurity, and international jurisdiction.

CONCLUSION

This study demonstrates that Indonesia is still making progress toward a more thorough
understanding of the development of criminal law concepts in response to cybercrime. The
literature has not yet been able to adequately address types of cybercrime that are digital,
decentralized, and anonymous because it still tends to be based on traditional offenses included in
the Criminal Code. There hasn't been a harmonic match between criminal law theory and law
enforcement's approach to combating cybercrime thus far. Due to inadequate legislation and a lack
of technological resources, law enforcement officials frequently encounter challenges in
demonstrating components of guilt, criminal culpability, and the fulfillment of the legality principle
in practice.

Consequently, it may be said that the degree to which Indonesia's cybercrime laws can be
successfully enforced in the digital age depends heavily on the success or efficacy of criminal theory
in criminal law literature. As a result, it becomes crucial to link theory and practice when
developing structural and paradigmatic legal reform initiatives as well as at the normative level.
According to this study, Indonesia will continue to have a difficult time successfully enforcing the
law against increasingly sophisticated and pervasive cybercrime until criminal law theory is
updated to be more suited to the digital environment.
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